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Attack sophistication vs. attacker expertise

2A Paverd, M. Völp, F. Brasser et al. - Sustainable Security & Safety: Challenges and Opportunities - CERTS 2019

High

Low

1980 1985 1990 1995 2000

password guessing
self-replicating code

password cracking
exploiting known vulnerabilit ies

disabling audits
back doors

hijack ing 
sessions

sweepers
sniffers

packet spoofing

GUI
automated probes/ scans

denial of 
service

www 
attacks

Attacks

Attackers
“stealth” /  advanced 
scanning techniques

burglaries

network mgmt. diagnostics

DDOS 
attacks

20xx…

Bot Nets

Embedded 
malicious 

code

(Source: Adapted from Lipson, H. F., Tracking and Tracing Cyber-Attacks: Technical Challenges and Global Policy Issues, Special Report CMS/SEI-
2002-SR-009, November 2002. (CERT)

Required 
attacker 
expertise

Available
attack 
sophistication

TARGETED 
ATTACKS a.k.a.

ADVANCED 
PERSISTENT 

THREATS



Autonomous driving – the next complexity milestone
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Source: http://paleofuture.com/blog/2010/12/9/driverless-car-of-the-future-1957.html

Level 4 autonomy => Level 5

Source: Wiki SelKet (CC-BY-SA-3.0)
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Complexity of autonomous driving:

• Level 3: 300 MLOC (human supervision)

• Level 5: 1 BLOC+ ?

Autonomous driving – the next complexity milestone

Current Cars:

• ~ 100 MLOC (30 MLOC multimedia)

• ~ 100 ECUs
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Components associated with physical 
control of the vehicle

Components associated with safety

Components associated with 
entertainment and convenience

Image credit: Mercedes-Benz 
Museum (as cited in Computer 

History Museum, 2011)
Slide from Intel ADG

Functionality vs. Complexity
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Functionality vs. Complexity

Over the air updates

https://arstechnica.com/cars/2017/07/gm-to-offer-ota-software-
updates-before-2020-but-only-for-a-new-infotainment-platform/

Safety Certification?
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Challenges
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subsystem failures

requirement changes

environmental 
changes

maintainer
changes

ownership
changes • How can we assert the sustainability of emerging 

material circuits, without at the same time giving 
adversaries the tools to stress and ultimately 
break these circuits?

• How to prevent the leakage of sensitive 
information from a compromised subsystem?

• How to securely re-provision a subsystem after all 
secrets have been leaked?

• How to retroactively change the designed 
security, privacy, and/or safety guarantees 
of a system?

• How can a system be extended and adapted 
to meet new expectations after deployment?

• Howto determine whether a deployed system 
will retain its safety and security guarantees 
for an even longer lifetime?

• How to tolerate failure of subsystems 
due to unforeseeable threats?

• How can a system decide that it is no longer maintained?
• How should an unmaintained system behave?

• How to securely inform the system 
about the change in ownership, without 
opening a potential attack vector?

• How to erase sensitive data during transfer 
of ownership, without allowing the previous 
owner to later erase data of the new owner?



Lifecycle
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time
end of lifeout of maintenanceout of productionin productiondesign

???

Safety (i.e., no harm despite accidental faults)

Security (malicious faults, e.g., targeted attacks)

Security incidents affecting safety

?
-



Cyber Resilient Architectures
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(Source: Jay Lala – Autonomous Panel DSN‘19)

Prevent Intrusions

1st Generation: Protection

… but intrusions will occur 2nd Generation: Detection

Detect Intrusions, 
Limit Damage

… but some attacks will succeed
(attacks may be stealthy) 3rd Generation: Tolerance

Tolerate Attacks

… but we loose resources

Restore System

4th Generation: Regeneration

Rejuvenation

Real Time



Fault and Intrusion Tolerance
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Full compromise of swarm individuals is intolerable

Platoon of Cars
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Full compromise of swarm individuals is intolerable
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Towards Sustainable Safety and Security

Safeguard safety through trusted trustworthy components
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A

Towards Sustainable Safety and Security

Known Strategies for TCB Reduction
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B

C

B

C

D

e.g., C. Weinhold: JVPFS
(also Inktag, SGX)

D

qed.

B1

C

DD

B2B3

split applications: trusted / untrusted reuse untrusted replication (trust majority; not individual)



Towards Sustainable Safety and Security

 Local Replication
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Source: Mini Cooper S

ABS ABS ABS
100+ ECUs



Towards Sustainable Safety and Security

 Local Replication
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ABS ABS ABS

Core Core Core

PCI PCI

Microkernel

https://en.wikipedia.org/wiki/Mercedes-
Benz_F700#/media/File:Mercedes-
Benz_F700_amk.jpg



Towards Sustainable Safety and Security

 Lifecycle for safeguarding safety and security
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time
end of lifeout of maintenanceout of productionin productiondesign

vulnerability

accidental
fault

fault

attack

malicious
fault

error failure

subsystem

Reactive and
proactive recovery
and diversification

vulnerability removal
(testing, verification, 

…) fault diagnosis / 
removal

intrusion detection

S3-aware design

fault tolerance; error masking
(e.g., through replication); 

error detection and
initiation of recovery

replacement of
faulty hardware
in new systems

patches / update of SW 
components

(active supply of div. pool)

critical
updates

only

refill of diversification pool only
through on-board mechanisms

/ cross fleet fertilization

…
secret cleaning

before
decommissioning



This Talk in one Slide
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We are hiring bright PhD students and postdocs!
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