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A b s t r a c t  

Prediction of Worst Case Execution Time (WCET) is made increasingly difficult by the recent developments in 
micro-processor architectures.  I nstead of predicting the WCET using techniq ues such as static analysis,  the 
effective execution time can be measured w hen the program is run on the target architecture or a cycle-accurate 
simulator.  H ow ever,  exhaustive measurements on all possible input values are usually prohibited by the number 
of possible input values.  A s a first step tow ards a solution,  w e propose path testing using the PathCraw ler tool to 
automatically generate test inputs for all feasible execution paths in C source code.  F or programs containing too 
many execution paths for this approach to be feasible,  w e propose to modify PathCraw ler’ s strategy in order to 
cut dow n on the number of generated tests w hile still ensuring measurement of the path w ith the longest 
execution time.  
 
I n t r o d u c t i o n  

Prediction of Worst Case Execution Time (WCET) is made increasingly difficult by the recent developments 
in micro-processor architectures [ 8] .  This is because the execution time of an instruction in the source code has 
become strongly dependent on the state of the machine at the time the instruction is executed because events 
such as data cache misses and pipeline stalls due to bad branch prediction use up many more cycles than 
individual instructions.  These events are difficult to predict by techniq ues such as static analysis of the program 
code,  especially w hen the precise architecture of the micro-processor is not divulged by the constructor.  
M oreover,  static analyses must continually k eep up w ith the latest architectural innovations.  

A n alternative approach,  if the target architecture is already available,  is not to predict the WCET using 
techniq ues such as static analysis but to measure the effective execution time w hen the program is run.  I f the 
target architecture is not yet built but a cycle-level simulator of it is available,  then simulation can be used to 
“ measure”  the execution time.  The disadvantage of direct measurement of the program execution time is that 
exhaustive measurements on all possible input values are usually prohibited by the number of possible input 
values.  I f effective execution time is only measured for a subset of possible program input values,  then either w e 
must tak e a probabilistic approach [ 1]  or else w e must guarantee that the measured subset includes program input 
values w hich cause the longest execution time.  
 
F i r s t  s t e p  t o  a  s o l u t i o n  :  p a t h  t e s t i n g  

The structural testing field provides a first step tow ards a solution.  The 10 0 %-feasible-path structural test 
criterion guarantees that at least one test case is executed for each feasible execution path in the source code of 
the program under test.  S uppose that the longest effective execution time is found for a test set w hich satisfies 
this criterion.  This w ill be the WCET if w e can suppose that execution of the same path in the source code,  
starting from the same initial state of the machine,  w ill alw ays give the same execution time.  I n fact,  w e need to 
mak e the follow ing suppositions,  each of w hich req uires careful analysis to be sure that a safe WCET is 
obtained:  

1.  Each feasible execution path in the source code gives rise to at most one feasible execution path in the 
binary code (even if it is not the same path),  w hich is deterministically executed by means of the same 
seq uence of operations at the micro-architecture level:  some compiler options may need to be disabled 
for this to be true w e may also need to ensure that the test set data does not result in floating-point 
operations being dynamically replaced by their integer eq uivalents because the operands have integer 
values.  

2 .  The execution time of a feasible execution path in the binary code is the same for all input values w hich 
cause the execution of this path:  the execution time of some instructions such as division or sq uare root  
may vary for different values of input data but it should be possible to measure this variation and either 
choose input values accordingly or else add a fixed factor to the measured execution time according to 
the number of such instructions in the path.  This condition may also not be respected if an execution 
path contains a reference to an element of a data structure w ith a variable index and the data structure is 
large enough to provok e a cache miss for some values of the index but not for others.  Test data 
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generation should therefore favour input values which result in the largest possible index values for the 
data structure references in the path. 

3 . E ach test case can be run on a m achine which is initially  set to som e worst possible initial state:  for a 
given execution path,  the initial state of the caches and D R A M  will determ ine the future behaviour of 
the caches,  D R A M  refreshes,  and D M A  accesses. A  m inim al k nowledge,  or hy pothesis,  concerning the 
way  data is placed in the caches should allow us to design a program  to be run j ust before the program  
under test in order to fill the caches with useless data or instructions. I n the case of em bedded,  reactive,  
cy clical sy stem s,  the initial state of the m achine is often the state in which it was left by  the last 
execution of the sam e program  and an analy sis of the program  should allow us to define the worst 
initial state possible. 

4 . T he execution of the test case is not interrupted by  another task . 
 

The P a t hC r a w l er  t o o l  f o r  a u t o m a t i c  g en er a t i o n  o f  p a t h t es t s  
W e have developed the P athC rawler tool to autom atically  generate test inputs to cover 1 0 0 %  of feasible 

execution paths in a C  program . I t tak es as inputs the C  source code and a specification of the legitim ate input 
values. T his consists of a list of the input variables and the range of values they  m ay  tak e,  as well as any  
preconditions to avoid run-tim e errors. I ndeed,  the effective input param eters of a C  function cannot alway s be 
deduced from  its code:  not all of the form al param eters m ay  be effectively  referenced,  som e m ay  have their 
value changed but their value on input m ay  never be read and,  conversely ,  values of som e global variables m ay  
be read by  the code. M oreover,  in the case of structured variables and pointers,  it m ay  only  be the values of 
certain elem ents or fields that are read on input,  or the values accessed by  pointer de-references. T his why  
P athC rawler currently  calculates the set of all possible input param eters ( fields,  elem ents,  de-references,  etc of 
form al param eters and global variables of the program  under test) ,  which m ay  contain m any  elem ents which are 
not in fact input param eters,  and then ask s for the user’ s help in reducing the set. P athC rawler also starts with the 
default input range of each input param eter given by  its ty pe declaration. F or exam ple,  it is supposed that each 
integer input could tak e any  value from  –231 to 231-1 . H owever,  the user has the opportunity  to reduce these 
ranges if the effective values of the inputs will alway s be m uch m ore restricted. F inally ,  the program  m ay  
contain operations which will cause a runtim e error if applied to certain values ( e.g. division by  z ero) . T he user 
can specify  a pre-condition ( using a lim ited form  of q uantification in the case of array  elem ents)  to restrict input 
values to those which avoid such runtim e errors or exclude other illegitim ate program  inputs. T he output of the 
P athC rawler tool is a set of test inputs with the execution path covered by  each. 

P athC rawler is based on a novel approach to test case generation which is illustrated in F igure 1 . I t starts with 
an instrum entation of the source code so as to recover the sy m bolic execution path each tim e that the program  
under test is executed. T he instrum ented code is executed for the first tim e using a “ test-case”  which can be any  
set of inputs from  the dom ain of legitim ate values. P athC rawler recovers the corresponding sy m bolic path and 
transform s it into a path predicate which defines the “ dom ain”  of the path covered by  the first test-case,  i.e. the 
set of input values which would cause the sam e path to be followed ( see F igure 2) . T he next test-case is found by  
solving the constraints defining the legitim ate input values outside the dom ain of the path which is already  
covered. T he instrum ented code is then executed on this test-case and so on,  until all the feasible paths have been 
covered. I n F igure 2 SD0 is the dom ain of legitim ate inputs,  t1 is the first test case generated,  P P 1 is the predicate 
of the path covered by  t1,  SD1 is the difference between SD0 and P P 1,  t2 the second test case generated,  P P 2 the 
predicate of the path covered by  t2 and SD2 is the difference between SD1 and P P 2. 
 

Figure 1 :  the P athC rawler test generation process 
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Figure 2 :  I n c r e m e n t a l  c o v e r a g e  o f  t h e  i n p u t  d o m a i n  
T h e  i n s t r u m e n t a t i o n  p h a s e  o f  t h e  P a t h C r a w l e r  p r o t o t y p e  h a s  b e e n  i m p l e m e n t e d  u s i n g  t h e  C i l   l i b r a r y  [ 6]  a n d  

t h e  r e s t  u s i n g  t h e  E c l i p s e  c o n s t r a i n t  l o g i c  p r o g r a m m i n g  e n v i r o n m e n t  [ 9] .  I t  c o u l d  b e  i m p l e m e n t e d  t o  t r e a t  s o u r c e  
c o d e  i n  a n y  i m p e r a t i v e  p r o g r a m m i n g  l a n g u a g e .  T h e  c u r r e n t  p r o t o t y p e  t r e a t s  a  w i d e  r a n g e  o f  A S C I I  C  p r o g r a m s ,  
w h i c h  m a y  i n c l u d e  a r r a y s  a n d  p o i n t e r s  b u t  i t  c a n n o t  y e t  t r e a t  u n i o n s ,  p o i n t e r s  t o  f u n c t i o n s  a n d  r e c u r s i v e  
f u n c t i o n s .  T h e  i n p u t s  f o r  e a c h  s u c c e s s i v e  t e s t  c a s e  a r e  f o u n d  u s i n g  c o n s t r a i n t  s o l v i n g  t e c h n i q u e s .  

F o r  i n t e g e r ,  B o o l e a n  a n d  c h a r  v a r i a b l e s  c o n s t r a i n t  s o l v i n g  i s  N P -c o m p l e t e  i n  t h e  w o r s t  c a s e ,  b u t  P a t h C r a w l e r  
u s e s  h e u r i s t i c s  w h i c h  g i v e  m u c h  l o w e r  c o m p l e x i t y  i n  p r a c t i c e .  N o t e  t h a t  t h i s  i s  t h e  c o m p l e x i t y  o f  t h e  s e a r c h  f o r  
i n p u t s  f o r  a  g i v e n  p a t h  i f  i t  i s  f e a s i b l e ,  o r  o f  t h e  d e t e r m i n a t i o n  o f  i t s  i n f e a s i b i l i t y  i f  n o t .  C o n s t r a i n t  s o l v i n g  c a n  
d e t e r m i n e  w h i c h  p a t h s  a r e  i n f e a s i b l e  a n d  s o  c a n  a u t o m a t i c a l l y  d i s c o v e r  t h e  m a x i m u m  n u m b e r  o f  i t e r a t i o n s  o f  a  
l o o p  ( b y  d e t e r m i n i n g  t h e  i n f e a s i b i l i t y  o f  p a t h s  w i t h  t o o  m a n y  i t e r a t i o n s ) .  T h i s  m e a n s  t h a t  t h e  u s e r  d o e s  n o t  n e e d  
t o  a n n o t a t e  l o o p s  w i t h  t h e  m a x i m u m  n u m b e r  o f  i t e r a t i o n s .  

C u r r e n t  c o n s t r a i n t -s o l v i n g  t e c h n i q u e s  f o r  f l o a t i n g -p o i n t  v a r i a b l e s  m o d e l  t h e m  u s i n g  r e a l  n u m b e r s ,  w h i c h  
p o s e s  t h e  p r o b l e m  o f  p o t e n t i a l  l o s s  o f  p r e c i s i o n  d u r i n g  c o n s t r a i n t  r e s o l u t i o n  w h i c h  c o u l d  r e s u l t  i n  “ s o l u t i o n s ”  t o  
t h e  c o n s t r a i n t s  w h i c h  a r e  t o o  i m p r e c i s e  t o  r e a l l y  s a t i s f y  t h e  c o n s t r a i n t s ,  o r  i n  t h e  s o l v e r  d e c l a r i n g  t h a t  n o  s o l u t i o n  
e x i s t s  ( t h e  e x e c u t i o n  p a t h  i s  i n f e a s i b l e )  w h e n  t h i s  i s  n o t  t h e  c a s e .  A l s o ,  c o n s t r a i n t  s o l v i n g  b a s e d  o n  r e a l  n u m b e r s  
h a s  a  c o m p l e x i t y  w h i c h  i s  q u a d r a t i c  f o r  l i n e a r  c o n s t r a i n t s  b u t  i s  u n d e c i d a b l e  i n  n o n -l i n e a r  c a s e s .  H o w e v e r ,  
c u r r e n t  r e s e a r c h  o n  c o n s t r a i n t  s o l v i n g  f o r  f l o a t i n g  p o i n t  n u m b e r s  p r o p o s e s  u s i n g  a  f i n i t e  r e p r e s e n t a t i o n  i n  o r d e r  
t o  a v o i d  t h e s e  p r o b l e m s  [ 5] .  

P a t h C r a w l e r  a d o p t s  a n  a p p r o a c h  t o  t e s t -c a s e  g e n e r a t i o n  w h i c h  c o m b i n e s  s t a t i c  a n d  d y n a m i c  a n a l y s i s  s o  a s  t o  
a v o i d  t h e  p r o b l e m s  e n c o u n t e r e d  b y  o t h e r ,  p u r e l y  s t a t i c  o r  d y n a m i c ,  a p p r o a c h e s .  U n l i k e  t h e  d y n a m i c  a p p r o a c h e s  
b a s e d  o n  m e t a -h e u r i s t i c s  s u c h  a s  g e n e t i c  a l g o r i t h m s ,  w h i c h  c a n  r e q u i r e  h u g e  n u m b e r s  o f  i t e r a t i o n s  o r  f a i l  t o  
t e r m i n a t e  o r  t o  f i n d  i n p u t s  f o r  a  t e s t -c a s e  w h i c h  i s  i n  f a c t  f e a s i b l e ,  P a t h C r a w l e r  d o e s  f i n d  a  t e s t -c a s e  f o r  e a c h  
f e a s i b l e  p a t h .  C o m p a r e d  t o  a p p r o a c h e s  b a s e d  o n  a  g l o b a l  s t a t i c  a n a l y s i s  o f  t h e  p r o g r a m ,  P a t h C r a w l e r ’ s  s t a t i c  
a n a l y s i s  o f  a  s i n g l e ,  f e a s i b l e  p a t h  w i t h  u n r o l l e d  l o o p s  i s  m u c h  s i m p l e r .  T h i s  m e a n s  a l i a s e s  c a n  b e  t r e a t e d  w i t h  
r e l a t i v e  e a s e .  P a t h C r a w l e r  a l s o  a v o i d s  a n  e n u m e r a t i o n  o f  a l l  t h e  p a t h s  i n  t h e  c o n t r o l  f l o w  g r a p h ,  m a n y  o f  w h i c h  
a r e  i n f e a s i b l e  i n  p r a c t i c e .  A l l  i n f e a s i b l e  p a t h  p r e f i x e s  a r e  d e t e c t e d  a n d  e l i m i n a t e d  b e f o r e  b e i n g  d e v e l o p e d  i n t o  a  
s e t  o f  i n f e a s i b l e  c o m p l e t e  p a t h s .  T h e  r e s u l t  i s  a  v e r y  e f f i c i e n t  g e n e r a t i o n  o f  t e s t  i n p u t s :  f o r  o n e  e x a m p l e  p r o g r a m  
d e s c r i b e d  i n  [ 1 0 ]  2 0 993 t e s t s  w e r e  g e n e r a t e d  a n d  1 5357 i n f e a s i b l e  p a t h  p r e f i x e s  d e t e c t e d  i n  a p p r o x i m a t e l y  1 1 6 
s e c o n d s  o f  C P U  e x e c u t i o n  t i m e  o n  a  2 G H z  P C  r u n n i n g  u n d e r  L i n u x .  
 
The next step to a solution : measuring fewer exec ution paths 

P a t h  t e s t i n g  a v o i d s  e x h a u s t i v e  t e s t i n g  o f  a l l  i n p u t s  b u t  s o m e  p r o g r a m s  e v e n  h a v e  t o o  m a n y  f e a s i b l e  e x e c u t i o n  
p a t h s  t o  b e  a b l e  t o  m e a s u r e  a l l  o f  t h e m .  T h i s  i s  w h y  s o m e  h y b r i d  a p p r o a c h e s  t o  W C E T  p r e d i c t i o n  p r o p o s e  a  
c o m b i n a t i o n  o f  d e c o m p o s i t i o n  o f  t h e  p r o g r a m  a n d  m e a s u r e m e n t  o f  t h e  e f f e c t i v e  e x e c u t i o n  t i m e  o f  e a c h  
c o m p o n e n t  u s i n g  t e c h n i q u e s  s u c h  a s  p a t h  t e s t i n g  [ 3,  7] .  

W e  a r e  e x p l o r i n g  a  d i f f e r e n t  a p p r o a c h ,  b a s e d  o n  a  m o d i f i c a t i o n  o f  P a t h C r a w l e r ’ s  t e s t  g e n e r a t i o n  s t r a t e g y .  I t  i s  
n o t  b a s e d  o n  p a t h  d e c o m p o s i t i o n  b u t  i n s t e a d  t a k e s  a d v a n t a g e  o f  t h e  f a c t  t h a t  P a t h C r a w l e r  c a n  b e  m o d i f i e d  s o  a s  
t o  d e c i d e  d y n a m i c a l l y  n o t  t o  g e n e r a t e  i n p u t s  f o r  c e r t a i n  p a t h s ,  m e a n i n g  t h a t  t h e  e x c l u d e d  p a t h s  w i l l  n o t  b e  t e s t e d .  
T h e  d e c i s i o n  c a n  b e  b a s e d  o n  i n f o r m a t i o n  o b t a i n e d  b e f o r e h a n d  ( e . g .  b y  s t a t i c  a n a l y s i s  o f  t h e  c o n t r o l  f l o w  g r a p h )  
o r  o n  i n f o r m a t i o n  o b t a i n e d  d y n a m i c a l l y  ( e . g .  b y  a d d i t i o n a l  i n s t r u m e n t a t i o n )  w h e n  t h e  p r o g r a m  i s  r u n  o n  t h e  
o t h e r  t e s t  c a s e s .  

W e  w o u l d  l i k e  t o  u s e  t h i s  p o s s i b i l i t y  t o  d e f i n e  a  n e w  s e a r c h  s t r a t e g y  f o r  P a t h C r a w l e r  w h i c h  c u t s  d o w n  t h e  
n u m b e r  o f  p a t h s  f o r  w h i c h  t e s t  c a s e s  a r e  g e n e r a t e d ,  b u t  g u a r a n t e e s  c o v e r a g e  o f  t h e  p a t h  w i t h  t h e  l o n g e s t  
e x e c u t i o n  t i m e ,  s o  t h a t  t h e  W C E T  i s  s t i l l  s a f e .  T h e  i d e a  i s  t o  f i r s t  m o d i f y  t h e  s t r a t e g y  i n  o r d e r  t o  f a v o u r  e a r l y  
g e n e r a t i o n  o f  t e s t  c a s e s  c o v e r i n g  t h e  p a t h s  w i t h  t h e  m o s t  i n s t r u c t i o n s  i n  t h e  h o p e  t h a t  t h e s e  w i l l  i n c l u d e  s o m e  o f  
t h e  p a t h s  w i t h  l o n g e r  e x e c u t i o n  t i m e s .  B e f o r e  g e n e r a t i n g  a  t e s t  f o r  e a c h  p a t h  p r e f i x ,  P a t h C r a w l e r  w o u l d  t h e n  
d e t e r m i n e  w h i c h  p a t h s  i n  t h e  c o n t r o l  f l o w  g r a p h  c o u l d  h a v e  t h i s  p r e f i x .  I f  a n y  o f  t h o s e  p a t h s  w e r e  s u r e  t o  h a v e  a  
s h o r t e r  e x e c u t i o n  t i m e  t h a n  a n  a l r e a d y  m e a s u r e d  p a t h ,  t h e n  t h e y  c o u l d  b e  e x c l u d e d  f r o m  t e s t  g e n e r a t i o n .   

T h e  p r o b l e m  i s  t o  i d e n t i f y  t h e  p a t h s  w h i c h  c e r t a i n l y  h a v e  a  s h o r t e r  e x e c u t i o n  t i m e  t h a n  a  g i v e n  p a t h .  O f  
c o u r s e  t h i s  i s  n o t  a l w a y s  p o s s i b l e  b u t  t h e  c o m b i n a t o r i a l  e x p l o s i o n  i n  t h e  n u m b e r  o f  p a t h s  i n  a  p r o g r a m  c a n  b e  
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partly due to very minor differences between path s.  E ven in th e presence of features such  as memory cach es and 
branch  prediction,  we can suppose th at th e ex ecution time of a path  depends on th e instructions in th e path ,  
including  th e variables referenced by each  instruction,  and th eir order.  T h e order of instructions may be modified 
during  compilation or in super-scalar arch itectures but in some cases we sh ould be able to suppose th at it will be 
modified in th e same way for th e different path s.  I n th ese cases,  a path  wh ich  contains a subset of th e 
instructions and variable references,  in th e same order,  of anoth er already measured path ,  cannot h ave more 
memory cach e misses or bad branch  predictions th an th e measured path .  I t th erefore cannot h ave a long er 
ex ecution time.  

T h e most obvious ex ample of th is is two path s wh ich  are identical ex cept in th e number of iterations th ey 
perform of a loop with  a variable number of iterations and with  no branch es in th e body of th e loop.  N ote th at th e 
parts of th e path  before,  after and inside th e loop must be identical.  I t seems safe to assume in th is case th at th e 
path  with  th e least number of iterations h as a sh orter ex ecution time th an th e oth er one.  I f th e ex ecution time of 
th e path  with  th e most iterations h as already been measured th en th ere is no need to g enerate a test for th e oth er 
path .   

O th er ex amples of common code constructions wh ich  result in path s wh ich  are very similar are :  
a)  th e implementation of th e operation “ max ”  :  if ( a >  b)  th en max  =  a else max  =  b;  
b)  th e implementation of a limit on a value :  if ( a >  limit)  th en a =  limit;  
H owever,  in th ese cases we may need to tak e into account th e possibility of a bad branch  prediction in one of 

th e path s and not th e oth er.  W e sh ould also be able to identify path s wh ich  differ only by instructions wh ich  h ave 
th e same ex ecution time in th e same contex t,  e. g .  x  =  a +  b;  and x  =  a – b;  

F urth er study is needed to define a full set of conditions under wh ich  one path  h as a sh orter ex ecution time 
th an anoth er,  in particular in th e case of loops containing  branch es.  S tatic analysis of th e control flow g raph  can 
th en be used to determine for each  path  in th e g raph  th ose path s wh ich  h ave a sh orter ex ecution time,  i. e.  to 
impose a partial order on th e path s in th e control flow g raph .  T h e instrumentation and th e test g eneration strateg y 
of P ath C rawler can th en be modified to use th e results of th e static analysis to ex clude path s from test 
g eneration.  F or ex ample,  to eliminate path s differing  only in th e number of iterations of a certain loop,  we can 
annotate loop h ead instructions during  instrumentation.  P ath C rawler’ s strateg y would first be modified to use 
th ese annotations to ensure th at if th e path  covered by th e previous test case contains a loop with  a variable 
number of iterations th en th e nex t test g enerated covers a path  with  a prefix  wh ich  increases th e number of 
iterations of th is loop.  T h is would favour early g eneration of path s with  th e most loop iterations.  S econdly,  th e 
strateg y would use th e results of th e static analysis ( in fact,  th e static analysis is trivial in th is ex ample)  to 
ex clude from future test g eneration all th e path s identical to th e already g enerated ones ex cept for a lower 
number of loop iterations.  

E x periments on different prog ram ex amples will th en be necessary in order to evaluate for wh ich  categ ories 
of prog ram or micro-arch itecture a sufficient number of path s can be eliminated ( in less time th an it would tak e 
to g enerate tests for th em)  to effectively cut th e combinatorial ex plosion in th e number of path s.  
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